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Abstract

The smart power grid transforms into a distributed system of manifold stake-
holders by integrating communication technology into the former static power
grid. Distributed Energy Management (DEM) will play a vital role in stabilising
energy consumption and generation. Thus, the rising share of renewable energy
sources can be extended without the risk of blackouts. However, a crucial but
often overlooked factor in this concept is privacy. Privacy resembles a key
factor in the smart grid, because detailed consumption traces enable power
signature analysis and thereby compromise the privacy of users.

This thesis introduces novel DEM algorithms following the privacy-by-
design principle to bridge the gap between DEM and privacy. By applying a
round-based procedure, participating households aggregate information about
shiftable, switchable, and adaptable devices in a first round. Deviation from a
DEM target is fairly distributed among them in the following rounds. First, the
Privacy-Friendly Algorithm introduces the Bucket Encryption Scheme (BES),
which adds encrypted noise during aggregation in a ring overlay network. After
a round, only the server can subtract the decrypted noise from the aggregated
data, without compromising the privacy of individual participants. Second,
PrivADE introduces the Homomorphic Encryption Scheme (HES), where mes-
sages are encrypted and aggregated based on the Paillier cryptosystem. This
concept performs all operations on ciphertext and allows for varying overlay
networks, for example a tree overlay network used by PrivADE+.

To aid in developing and testing novel DEM algorithms, while considering
all required aspects of the smart grid, this thesis introduces SiENA, a simula-
tion platform for DEM algorithms. It is capable of co-simulating power, heat,
and communication. Household appliances and future energy prosumers are
modelled using a realistic data basis. It has a modular and scalable architecture
for easy integration of new components and algorithms.

The introduced DEM algorithms are evaluated and compared to two well-
known existing algorithms, COHDA and PowerMatcher. Simulation results
show that only PrivADE and PrivADE+ fulfil all evaluation criteria by bridging
the gap between DEM and privacy, while offering considerable communica-
tional properties and high-quality energy management.
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